The One-Time Pad RESULTS SUPPORTING THE RANDOM CHARACTER OF S(a,b,p) :
Gilbert Vernan (AT&T) - U.S. Patent 01310719 (1917).
1. From the point of the number of returns to the origin, chi squared tests indicate that at the

The only currently known unconditionally secure cryptosystem (contingent on the good randomness 0=0.1 significance level, our elliptic walks cannot be distinguished from truly random walks.
properties of the key) - it adds the terms of a “random sequence” to the sequence of terms representing the e
plaintext.

We study the possibility of using patterns obtained by projecting elliptic curves over large finite prime fields
onto the x-axis in the design of the one-time pad key
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E(ab,p): y* =X’ +ax+b — elliptic curve over F,
£ . " 1=IN=pl<2/p (Hasse) '
N = the number of points of E(a,b, p) over F,
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2. The grouping test: a statistical analysis of the integers represented in base 2 by groups of n
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‘ X ( a,b, p ) — { X e F consecutive bits in S(a,b,p) does not find strong evidence to reject the hypothesis of randomness.
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1 3. Nontrivial incomplete exponential sums over the subsets X(a,b,p) are of the form o(p). Thus
S ( f the subsets X(a,b,p) are quasi-random [2] according to the “EXP” criterion of Chung and Graham [3].
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RESULTS INDICATING SUBTLE DEPARTURES FROM RANDOMNESS

1.The endpoints of the complete elliptic walks are constrained to the interval I:—ZJE,ZJB +E :I while the endpoint of a large genuine

1, ifk®+ak +b i in F B2 2
W, (k)= B ’ ! R rak ) 188 sqt‘are " P random walk of length p is in the interval ["‘\/B’ﬁ\/;] with a probability (27[) exp(—x /2) dx
1, ifk* + ak + b is a non-square in F, o

k
Basp (k ) = % Wanp ( J )’ Basp (0) =0 2. The Polya-Vinogradov inequality [1] forces all displacements in the walks Ba,b,p to be bounded by a term of the form O(\/E log p)

These obstructions can be bypassed by considering smaller sub-walks of length 0(\/3 ) .

Surm of Legendre Symbols for p=3571
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